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The Practical
Bias Audit

for generative & agentic Al

A 30-minute check anyone can run — builders, buyers, and users.
Three checks. Twelve questions. One page of audit.

01

Who is missing? Representation gaps in training data,
alignment, and retrieval.

02

Whose defaults? Assumptions the system fills in when
the user doesn’t specify.

03

Failure modes. Where the system breaks differently for
different people.

Toma Ijatomi
tomaijatomi.com/resources/biasauvdit
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HOW TO USE THIS

Run the canvas.

A 30-minute audit anyone can run.

Work through the three checks with your team — builders, designers, PMs, ops, anyone
affected by the system. Pick a facilitator. Work through the questions in order. Write down the
answers, the unknowns, and the trade-offs. End with the “When the audit raises something”

page.

This canvas is for systems that generate (text, image, audio, video, code) or act (call tools,
write to systems, take real-world actions). For predictive or classification systems, see canvas
vl.

WHAT THIS AUDIT CATCHES

Representation gaps in training data and Adversarial vulnerabilities and jailbreaks -
retrieval corpora - default assumptions jurisdiction-specific compliance - deep
encoded in alignment and prompting - technical fairness trade-offs - benchmark-
authority and deference patterns - refusal grade bias measurement (use HELM, BBQ,
and quality asymmetries - compound effects BOLD for that).

across reasoning chains - feedback loops
that reshape the world the system observes.

For high-stakes domains, vulnerable populations, regulated sectors, or systems making
irreversible real-world decisions. A 30-minute audit raises the questions; specialists answer the
hardest ones.
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THREE PATHWAYS

Where you sit changes
what you run.

The canvas works for builders, buyers, and users but each starts diétently.

TOMA IJATOMI

PATHWAY 01

If you build the
system

All twelve questions apply.
Run the full canvas with
your team.

Use the capture template
(companion file) as your
working audit document.

THE PRACTICAL BIAS AUDIT ° V2

PATHWAY 02

If you procure or
buy

Check 1 questions become
vendor questions. Ask:
“What does your model
card document about
training data? Whose
documents are in your RAG
corpus? Who labelled
preferences during
alignment? Can we see the
system prompt?”

Vendor silence on any of
these is itself a
procurement signal. Check
2 and Check 3 become
evaluation tests you run
during procurement.

PATHWAY 03

If you use a
system you don’t
own

ChatGPT, an internal tool, a
customer-service chatbot,
your bank’s app.

>

Check 1 is mostly opaque

for you. Note this. “I can't tell” is

real audit information.

Run yourself:

Check 2 Q1 & Q4,
Check 3 Q1 & Q3.

Observe over time:
Check 2 Q2 & Q3,
Check 3 Q2 & Q4.

TOMAIJATOMI.COM/RESOURCES/BIASAUDIT
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CHECK 01 OF 3

Who is missing?

Training - alignment - retrieval corpus

Q 01
Whose data was the model trained on? Whose languages, dialects, and perspectives are
over- or under-represented in the pretraining corpus?

E.G. Does the model card document training data demographics, languages, or sources? Silence is
itself a finding.

Q 02
Who labelled the preferences during alignment i.e. the people who told the system what a
“good” answer looks like? What context did they bring? Whose register became the
default?

E . 6 . RLHF labellers are typically Western, college-educated, English-speaking. Their notion of
“professional” tone becomes the default register.

Q 03
For RAG systems: where does the retrieval corpus come from? Whose documents are
indexed? Whose voices are systematically missing? and would those voices change the
answer?

E.G. Medical RAG over Western-published research underserves non-Western patient profiles; HR RAG
over past hires inherits the company’s past hiring patterns.

Q 04
Who wrote the system prompt and safety guidelines? Whose risks were taken seriously?
Whose were treated as edge cases?

E . G . System prompts that dehé “high-priority customer” or “appropriate use” whose dehition?
Whose harms made it into the safety guidelines?
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CHECK 02 OF 3

Whose defaults?

Interpretation - authority - action

Q 01
When the user is vague, what does the system assume? Test it: send the same prompt
with dietent demographic markers (name, location, language, role marker like father/
mother). Do the defaults shift in ways that reveal bias?

E. G . “Top 3 pieces of advice for a father of young children” vs “Top 3 pieces of advice for a mother of
young children”. Does the framing, content, or tone shift?

Q 082
Whose claims does the system treat as authoritative? Who does it fact-check, who does it
amplify? For RAG: whose sources get cited and which voices appear without attribution?

E.G. Does the system surface peer-reviewed Western sources while paraphrasing non-Western or
community knowledge without citation?

Q 03
For agentic systems: what is the agent allowed to do, and for whom? Does it act
autonomously for some users and require approval for others?

E. 6 . Aloan agent that auto-approves under one demographic and routes another to human review;
even with equivalent risk prolés.

Q 084
Does the system refuse the same request diéfently across users or generate
noticeably different quality output for the same request?

E . 6 . Testrefusal symmetry: same content request phrased the same way, di€tent inferred user
demographics. Does the model comply for one and refuse for another?
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CHECK 03 OF 3

Failure modes.

Output - feedback - compound effects

Q 01

Disaggregated quality test. Run the same task across demographics, languages, and
contexts. Where is generation quality lower? Where are refusals more frequent? Where
does the system fabricate differently — making up false credentials, histories, or
attributions for some names but not others?

E . 6 . Ask the system to summarise a CV for ten dietent names matched on credentials. Does the
summary in&te, diminish, or fabricate di€kently?

Q 062
For multi-step reasoning or agentic systems: do small biases compound across the chain?
Run a representative end-to-end task and inspect whether the aggregate outcome is
acceptable across groups not just each step.

E.G. Each stage of a five-step pipeline passes its individual check, but the aggregate outcome
systematically disadvantages a group because errors compound.

Q 03
When the system generates a stereotype, refuses inappropriately, or takes a harmful
action, what is the recourse for the aétted person? Is there a contestation path? Does
anyone monitor for systematic patterns?

E.G. The UnitedHealthcare naviHealth case — Al denying Medicare Advantage claims at
disproportionate rates with no meaningful appeal.

Q 04
Is the system reshaping the world it operates in? Synthetic content training future
models, agent actions reshaping the data the agent reads — how would you notice?

E.G. The system generates content that goes back online and becomes training data for the next
model; agent actions create the patterns the agent then learns from.
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AUDIT

WHEN THE AUDIT RAISES SOMETHING

You have three
options. Always.

Choose deliberately. Document the choice.

01

) 4

03

Escalate
Push it up the chain with evidence and a script.

“I ran a basic bias audit and found a 20% disparity in how our agent treats
Group X. We need to discuss the legal and reputational risk.”

Document &
constrain

Limit deployment. Add guardrails. Write the trade-off down. The audit
found something; mitigating it isn’t always possible, but
acknowledging it is.

Walk
away

Don’t ship, buy or use. The hardest option has to be on the list.

HARDEST CALL
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Re-auditing when
systems change.

Changes propagate downstream. Re-run every check at or below where the
change lands.

Check 1 Check 2 Check 3 Q1 Check 3 Q2 Check 3 Q3-4

Inputs ’ Behaviour ’ Outputs ’ Compound ’ Recourse &
feedback
CHANGE RE-RUN THESE CHECKS
Foundation model swap All three checks — assume nothing carries over
Fine-tuning round Check 1 Q2, Check 2 (defaults may have shifted), Check 3 Q1
System prompt change Check 1 Q4, Check 2 all, Check 3 Q1
RAG corpus update Check 1 Q3, Check 2 Q2 (authority), Check 3 Q1
Input pre-processing Check 2 (interpretation), Check 3 Q1
Inference parameters Check 2 (defaults), Check 3 Q1
Tool authorisation expanded Check 2 Q3 (action asymmetry), Check 3 Q2 (compound)
New tool added Check 2 Q3, Check 3 Q2 — the chain just got longer
Refusal logic change Check 2 Q4, Check 3 Q1
Output post-processing Check 3 Q1 (does it filter differentially?)
Evaluator / judge LLM swap All Check 3 — the measurement itself has changed
Per-tenant customisation Check 2 (defaults may diverge per tenant), Check 3 Q1
Recourse path change Check 3 Q3
Feedback loop monitoring change Check 3 Q4

WHEN IN DOUBT

Re-run more rather than less. A 30-minute audit is cheaper than a regression. If your change isn’t
listed: ask where in the chain it lands, then re-run every check at or below that point.
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FOR BUILDERS

From audit
to continuous evaluation.

The canvas is a 30-minute audit. For builders shipping production systems,
Check 3 Q1 and Q2 should evolve into structured evaluation — a test suite you
build once and run on every change.

TOMA IJATOMI

01 — EVAL SET DESIGN
Build a counterfactual suite.

Representative inputs across demographics,
languages, edge cases, error scenarios. Pull
from existing benchmarks where they fit —
HELM for holistic eval, BBQ for QA bias, BOLD
for generation bias, WinoBias for coreference,
StereoSet for stereotype association.

Each finding from the canvas becomes a
regression test in the suite.

03 — AUTOMATION
Run on every change.

Every commit, every model swap, every RAG
corpus update. The propagation table tells you
which checks to re-run; the eval suite
automates the running.

Connect eval failures to CI/CD signals so a bias
regression blocks deploy the same way a unit
test failure does.

IN ONE LINE

02 - METRICS
Per-group, not aggregate.

Choose thresholds for per-group disparity,
refusal-rate variance, generation quality
scores, fabrication asymmetry. Track per-
group, never aggregate.

Publish thresholds before you measure —
moving the threshold to fit results is the most
common failure mode in this work.

04 — TRACKING
Keep a history.

The capture template’s revision log is the
lightest possible version. Production teams will

want trend lines per metric per group on a
dashboard.

The audit becomes infrastructure, not an
event.

The canvas tells you what to evaluate. Building eval infrastructure is how you operationalise it for

production.

THE PRACTICAL BIAS AUDIT
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EXAMPLE IN PRACTICE

10 / 12

Running the canvas on
an LLM hiring assistant.

Illustrative. Drawing on patterns documented by Wilson & Caliskan (2024) and the
broader LLM bias literature. Representative of what running the canvas on a system

like this would surface.

THE SYSTEM

An LLM-based hiring assistant. Takes job descriptions and CVs. Produces ranked shortlists, drafts
interview questions, schedules first-round calls autonomously for candidates above a confidence
threshold, routes the rest to human recruiters.

CHECK 01 WHO IS MISSING?

Q1 - Training data
Foundation model trained on
Western, English-language
professional content. CV norms
from US/UK over-represented.

Q2 - Alignment

RLHF labellers’ notion of
“professional” tone became the
default scoring register.

Q3 - RAG corpus
Corpus is the company’s past hiring
decisions. Inherits past patterns.

Q4 - System prompt

Defines “high-potential candidate”
in language that prioritises specific
career markers.

CHECK 082
Q1 - Markers

Same CV content with different
names produces materially different
rankings (Wilson & Caliskan, 2024).

WHOSE DEFAULTS?

Q2 - Authority

Treats prestigious universities and
Fortune 500 employers as
authoritative. Underweights
community-college credentials and
non-traditional paths.

Q3 - Autonomy

Auto-schedules high-confidence
candidates; routes lower-confidence
to humans. Threshold is
asymmetric across groups.

Q4 - Refusal

Sometimes refuses to draft
questions for non-traditional
careers, citing “insufficient
evaluation signal.”

CHECK 03 FAILURE MODES

Shortlist rates show a 2x rejection
differential for Black-associated
names, controlling for credentials.
Fabrication asymmetry: invents
tenure gaps in CVs with non-English
names.

Each step passes its individual
check; end-to-end pipeline
produces aggregate disparity
exceeding any single step.

Q3 - Recourse

Auto-rejected candidates receive a
templated email with no path to
contestation.

Q4 - Feedback

Decisions feed back into RAG
corpus. The system’s past decisions
become training data for its future
ones.

TOMA IJATOMI

Overcorrection. Google Gemini’'s image
generator was tuned to produce more
diverse outputs in early 2024 and ended

up generating racially diverse Nazi-era
German soldiers. The canvas surfaces
patterns; it doesn’t tell you how to fix them.

THE PRACTICAL BIAS AUDIT

REAL-WORLD CONSEQUENCE

iTutorGroup paid $365,000 to settle an EEOC
age-discrimination case in 2023. The first
federal settlement involving Al hiring
discrimination. The defence “the

algorithm only reétts accurate base rates”

is exactly how discriminatory Al systems
work.

V2 TOMAIJATOMI.COM/RESOURCES/BIASAUDIT
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AN INVITATION

Shared in the spirit
of contributing.

This canvas is shared to do three things: pass on what
I've learned, invite feedback from others working in this
space, and contribute to the wider conversation about
building better norms and practices around responsible
Al

If you've used it, adapted it, or have thoughts on the framing — I'd
love to hear from you. The canvas evolves as practitioners report
back on what they found, what broke, and what the questions
missed.

linkedin.com/in/toma-ijatomi tomaijatomi.com

MOST USEFUL FEEDBACK

Have you run the canvas on a real system? What did you find that
the questions didn’t surface? Where did the framing break down?
What would you reframe, sharpen, or remove? Are there failure
modes I’'m missing for systems you work with?
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REFERENCES

Further reading.

The work this canvas is standing on.

TOMA IJATOMI

NIST AI 600-1 (2024)
Generative Al Profile — companion to AI RMF 1.0

Wu et al. (2024)
Does RAG Introduce Unfairness in LLMs? — ACM
SIGIR ICTIR 2025

UNESCO & IRCAI (2024)
Bias Against Women and Girls in Large Language
Models

Bender et al. (2021)
On the Dangers of Stochastic Parrots

EU AI Act
Articles on transparency, prohibited practices,
and conformity

COMPANION FILES

12 / 12

Liang et al. (2022)
Holistic Evaluation of Language Models (HELM)

Wilson & Caliskan (2024)
Gender, Race, and Intersectional Bias in Resume
Screening via LM Retrieval

AlDahoul, Rahwan & Zaki (2025)

Image generation homogenisation patterns —
Scientific Reports

Obermeyer et al. (2019)
Dissecting racial bias in an algorithm — the
predictive case

CSA Agentic Al Profile
Companion to AI RMF for agent-specific risks

Capture Template (docx) — somewhere to write down what you find as you work through the
canvas, with audit metadata, findings tables, and a revision log. Free with the canvas.

THE PRACTICAL BIAS AUDIT
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